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Anomalous attitude sensing data generation method for
quadrotor unmanned aerial vehicle
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Abstract:In order to solve the problem that due to the lack of anomalous sensing data, it is difficult for the quadrotor unmanned aerial
vehicle (UAV) to implement the motion condition assessment of flight control system, this paper proposes a method to generate
anomalous attitude data based on physical simulation model. Firstly, the moving coordinate system of quadrotor unmanned aerial vehicle
is defined and Newton-Eulerian formula is used to establish the UAV motion equation. In this way, the control loop of the flight control
system is designed. The physical simulation model of the flight control system is established with Simulink software, which provides the
experiment environment for generating anomalous sensing data. Secondly, the real attitude sensing data of the quadrotor UAV are utilized
to verify the applicability of the simulation model, and through abnormal injection the anomalous attitude data are generated. Finally,
taking the anomaly detection method based on principle component analysis (PCA) as an example, the application effect of the generated
anomalous sensing data is evaluated. Experiment results show that the method proposed in this paper can effectively generate two kinds of
anomalous attitude sensing data with constant bias and drift. The anomaly detection results of PCA method show that false positive ratio is
2% ~T74% and accuracy is 73% ~ 94%. Therefore, the proposed sensing data generation method can provide the corresponding data
support for improving the performance of anomaly detection method.

Keywords : unmanned aerial vehicle; flight control system; physical model; attitude sensing; anomaly detection

kg H 41:2020-02-06  Received Date:2020-02-06
* SEETE  E R A RRHAIES (61803121,61701131) (vp 5 [+ 5Bl 24 3 4 (2019M651277 ) 39t H %¢ Bl



5 4 1]

XU 26 - P ETE A HL 5 5

W RVRUE AR 1T 59

0 3

il

VLA, To AN HLAE 75 R R P 450 48 07 P ke )
TEZEFAHIE, 2018 4E 8 J1 30 H , SeZ2 %A 1(2017—2042
WHETLNRGLR G HLR) , B et — 2 AR A
T EAVE R4 e AL R R EAHLR G
TERR GRS A RS, JCAALTE A DR 3 Tl 528
BRI | 23 Al PSP RCR KR T AR A R Al
T M AN S I T AT 25 7 T RA H 25

TENHURNSE F2 2045 [ e 3 EL LA 2 e 3
TE B TCNHLAAT B R RATRCR o U 18] 1<, ka2
V& B B ZE AT , o MRS s O PILRT DA B
B R, BRSS9 2 2%, 4R 3P AR o5 S T ZE TN
BUR L, Z2 e 38 JC ANLAE 2 HIPE | ] SE e 4 g 1 75 T 4
A A o, PURESE IO AN BAT 254 1 . B 5

FETE R T AT 43 W R R

PURER T AN ARG EZ G RALHUAR = R 58 5L
EHER G IR ARG AR R G Kb, RIERS
JETE G &S AT ST AR S5 AR I RS B AN AT
HRRAIZO RS, TALA SHETERE W7 % 2l SEPERE
S a4 PEREAEAR R AR B LRI TR R G, HE R
BT RN AT E e A REE L . T Hpk
LG 5 e e i ) 107 ) 7 948 (3t PR R , AR ZS P
MBI AW AB TRz

AR IAL J7 15 B2 AL A& 2 W AL W Rl 24
X5 A i e I G 23 RO KA 3 B 5 R RS
ANTE R IR 25 S A0 T X RSO L R 2
BT 140 55 AL A0 00 B A 9 B, O R D ke A i e
ORI AT AND DS E L3 (37 i S IS AN 4 A
W X G2 R A R R R — R AR . AR LT
LRI KBS R R R R T
T NAL AR 22 G R B vb B0 S, WK A L G
PR TERCRR , BE A5 JT Ji DL 4 4 0 4 1 42 43 OC i
SCHRE R P, S R D 32 T 52 B Tl SRR R S
Bz K .

TETCNHLSE bR AT IR v, 7 6 R 40 1 7 X
PAZJAS , TR] g xf LA 3 aod 52 B AT 386 %) e AL 52 A
W7 BEAT Y UE . PR, R T ECEOR T R S A
ARSI T2 BT o O 2L (L RE A 0 E A
BB BT, 4 BE 5 45 J AT A & 39 | LA B e A1 2% 48 1 T
P TR, AT 2 I AN AL A5 R 8 B S5 e die it
AR , 02 1 TG ML R AR G T A e R T
RE LR

4 R B AR TN 2 K0T BB A R A P

FhEmsrE Y B BRSSO B A
PR AL A ] e rh S5 R AR 2 2% N B T HERR )
PR LA S AT AR, 0 0 5 A0 g2 Il s 12y e £
EURSEHAG I, 2P B AR TR & i A
PERIER BT LA S 2 G2 2 00 B 5 T R T6 R 4 2%, i BB
RAREAE S MIINF , a7 05 5 B A 7 ETREE
ARSI, B AT R SO R AR BT R
GESHAL A& TR bR R IR VERRIT AL, TN IR R
B i AL S RS B R e S

HHT, Jo A HL & 50CE 20 807 05 1 T H A4S
FlightGear #1 Simulink %, FlightGear J&— 2T IR KATHE
g EARAE T ARG R A B S, 5 i A
PRAEAT AT AL, 76 0 AHLEEAR AT iz R
ZANAE T XA LA ORI (4 Ak BR R T 5, OF HoMELLSE
PR AR, AR T TC AL RFE R 48 v il e i 4
Bl o TAER TS . 5 FlightGear AL, Simulink HA7
SR BB AL LR T, A R E IR T A SIS R G
B EAANEEE M AR IR . s h, T LA (il
AT A TR, AT E B RN BRFRB RS, KB LR
AT R BB E RO e U B R G R E T RS
AR P Sk T B R A Wl T R R TR B T
e, E R AN KRG B b33 2
R

ARSCAE T IC ML F5E ZR GERE T AR A Ak L, )
JH Simulink # 57 DY € 32 TC A AL KI5 R G2 1Y 4 2207 B AR
B SR B B ATTE AML RI% RGUBFNEE S W HEAAR
SRR, T TR AEE ) B B A J 5 A, A
FHAZM TG AAIL A% 22 40 B0 B8 4 X A L R 1 7 B iE , FE A
Sy 3 ELAR AL A U T M Y R A b AR OA R) 26
R S B | 30 3 3 T 32 B0 23 A 8 S AR I Oy ik
SR A ORI AT T, ok T AL AR R G
ABHEA R A&, R 2 AL R RS R L
filt 72 34

1 MERELXANIERFEE

L1 MERELAHKITRE

TSR R G L FUEAE, T R TN
PLAYRATIERE . PUBESE T AN 4 SR EE ™ A= 1Y
THSEIRAT, IS B IR 4 A iesE ol hr T
— AU FR A 7 SCARET 2 A DY, FRERS T 1)
LU e

T3 phy AL AL A, T AN HILHREE A 4 L BIL A e il
KRBTSR, B 1 irsm e 1 AR e s 3
W B RERE | T /e SRR 2 A0 v R 4 I A e DL
A SR SR B 7 A 0 SO R AR, B 4 SR Y



60 %/ L £ ¥ R

Fal1E

Pl SR At PR AR L A8 [ g 45k b 18R i/ ) 4
B Ak, 25 e b ThalCT iz gl 1R — i3
P ik [ ot 28 Dol M ) 20 5 — SR A e e, )7/
DRI BT 2 B 5 3 RS — A 3L 1 e A (] 26 ik /)
73— AL A A 7 R A By e T R e S
e, n] LA U BE S IC ML Sz 3h 5 fyia o, il i S
PIVGIRIA &y EERSox e S
)
a :/.T-Tf z [
R ,
I\ |
l < |

A \§ &
/
y

N RRER

B DUjiEss JC AHLIESE J7 10

Fig.1 Rotation direction of quadrotor unmanned aerial vehicle
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Fig.2  Coordinate axis and attitude angle of unmanned

aerial vehicle
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Fig.3 Force analysis of quadrotor unmanned aerial vehicle
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Fig.4 The control loop design of flight control system for

quadrotor unmanned aerial vehicle
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Fig.12  Sensor drift anomalous data

S I AL AT B I BN 100 s, SRAR T
[ 24 0.02 5,55 90 s fin AL S 58 A8 iU W HEAS, L
10~60 s [ €45 2 g0 B0Hs I 25 5 5 kA Y, L 70 ~
100 s A5 S5 B B0H TF R ik, A% R A 53 o e
i 25 5 T BN S O S el g S R N 1 S
A 5 20, XPE A 25 S 0 AR I S RO T R A D
AN 13 Frs. B 13 il ) SE g oI ZikEAR Y SPE
Giiti Q, B HAE A S H R I Ay BRAA, AL a5 2k Sk R 4K
PSR Qoo 20, > O, , MBI A I Ry 525 5
M0, < QMBI A 15

50
S
)

40

30

SPr

20

10

P ——

il A
e R Pl SRR ol Mo

70 75 80 85 90 95 100
SRAEET 8]/
(a) TEARZEA0.1 rad/sHf A5 85 R U1 45 51

(a) Anomaly detection result for the constant bias of 0.1 rad/s

50 |
1
a0 —C i
1
30 ;
£ *
2 :
20 ‘
+ ¥
10 é&}

A

7075 80 8 90 95 100
SRAERT A)/s
(b) 1EWZEN0.3 rad/sHf {57 H K 45 51

(b) Anomaly detection result for the constant bias of 0.3 rad/s

PET 12 i AL £ 39 B8 A5 SR B AL S T TR 90 s TEAL TR
B s W TG, 52 B i A A7 328 2 55 190393 O A £ 3 2 A7 7R
PLO. 1 rad/s” 38538 1) R o i 2 , 70 s o Il 1 P T 7R
R f R MR S SR 2 i B R )
3.2 BERNAE4EETERY

AR DL F E K 4 4 M (principal  component
analysis, PCA) /)55 K00 S35 R 8], 36 UE 44 4 %) D e 3
TENBL A E A B W AEAS B B ISR . e i G T
M A8 4R K 1R K 3R (false positive ratio, FPR) | il #& %
FNR ) K #E # % ( accuracy,
ACC)M ™™ FPR /N R TE B B ok RE R R ; FNR i
JIN R S B M RE AL 5 ACC B A, AR A 174 2 4G )
BRI

(false negative ratio,

50
e
40 — 0, };
s
" 20 [
+ %
il‘*—
10 o %
M
0
70 75 8 8 90 95 100

SREERS ]/
(c) TEARZER0.5 rad/sh S5 R 25 51
(c) Anomaly detection result for the constant bias of 0.5 rad/s
B3 LT PCA AR 1 45 SRR A s 22 57 5 G 285
Fig.13  Sensor constant bias anomaly detection results

based on PCA model
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Table 1 Groups of anomaly detection experiment results
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